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Presentation Notes
It has been a long eight months of Temporary Duty (TDY) stopovers and briefings between Fort Monroe, Fort Leavenworth, and the Pentagon.  The TDY was almost constant which is why you have not seen me here at Fort Gordon.  We have been working on a complete change in: (1) the way the Signal Corps operates, (2) the types of equipment that are used, (3) the level of support we provide, (4) the process we use to acquire equipment, (5) our approach to educating and training Signal Soldiers, and (6) the number of Military Occupational Specialties (MOS).  We briefed all of these changes all the way up to the Chief of Staff of the Army for final approval.


 The Signal Tactical functional Area Assessment (FAA) compared the Signal Regiment’s current missions to its future mission requirements as outlined in the Army Capstone Concept (ACC) and Army Operational Concept (AOC).  Today the Signal Regiment is organized to support combined arms maneuver, provide support to battalion level, support the ASCC as the Warfighting Headquarters, and provide theater centric network services.  The new AOC requires the Signal Regiment to support combined arms maneuver and wide area security operations, extend support to company level and below, support Corps and Divisions as the Warfighting headquarters, and operate and defend a 24/7 Army single network enterprise
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The Army Signal Corps is currently designed to support a small segment of our Army; down to the battalion level.  In essence, we are currently structured for the type of combat seen during Desert Storm. However, this only meets 34% of our Corps’ requirement in our currently supply based Army Force Generation (ARFORGEN) cycle.  What we have learned over the past decade of war is that every level of our Army needs voice, data, and video capabilities. The Combined Arms Center (CAC) at Fort Leavenworth developed a great requirements document called the Mission Command Essential Capabilities (MCEC) white paper (19 June 2010) that has identified the need for communications not only to battalion level but down to company level and below.


 The Signal Center of Excellence developed a course of action to address the gaps identified in the FAA analysis, provide MCEC to all echelons, and meet the following three immediate network capabilities required in the Army network modernization strategy: (1) provide beyond line of sight, (2) provide mission command on the move, and (3) integrate the Soldier into the network.   The current WIN-T and JTRS programs of record provide the mission command on the move capabilities and integration of the Soldier into the network, but do not provide the capabilities to fully network the force in support of the future vision.  To obtain the additional capabilities required to develop a fully networked force, the FAA focused on transforming the Expeditionary Signal Battalions (ESB) to a more modular organization with increased deployable Signal capability without increasing the personnel end strength.
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We were given an interesting problem; provide more support without increasing the number of Signal Soldiers. We found that using smaller, simpler, and more capable equipment requires less people.  Interestingly, we also found that the cost of these newer systems was on average 50% less expensive than the systems we use today.

With the continuing miniaturization of communications, we are able to buy lighter weight systems that are at least equally capable but generally more capable than our current systems.  JNN, one of our current satellite systems, for example, provides a 4 meg throughput but weighs 3,900 lbs and requires a truck to haul it; a newer and equally capable satellite system weighs only 36 lbs and can be placed in a backpack.  We are calling the miniaturization of our tactical systems micro Cyber or µCyber the “µ” being Greek for micro. These systems do not require any development; they are in use today.
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 These fundamental transformations will allow the Signal Regiment to provide network capabilities across the full spectrum of operations at all echelons.  The capabilities provided fully support the operational network with TS/SCI, coalition network, command and control VTC, full motion video, and deployable network operations planning and engineering in support of Army, JIIM, and HLD/CS missions.  The ESB-E µCyber is the transition of the Signal Regiment into the future and allows continuous integration of emerging cyber technologies into the force through capability set fielding in synchronization with the ARFORGEN cycle.

 The fielding of JTRS produces a NETOPS shortfall across all echelons.  Each waveform of the JTRS family of radios requires a NETOPS control terminal for mission planning.  To meet this requirement, under the condition of no personnel growth, the FAA provided an acceptable risk strategy to provide one solider at maneuver companies, two at Battalion, and one at Brigade by converting the Wireless Extension Teams to JTRS network managers.



NOTES:
Top Secret (TS) network distribution - TS enclave at medium and large command post packages
Coalition network connectivity - Coalition network enclave at every command post packages
VTC capability for C2 - VTC equipment in every command post package
Flexible network core - Colorless core architecture
Full Motion Video (FMV) access to the lowest level - Global Broadcast System (GBS) equipment at medium and large command post packages
Support large data distribution - Broadcast subscription to receive large files at every command post package
Versatile C4 ISR support to the lower levels - Company command post packages
More low-latency/high bandwidth connectivity - Embedded Line-Of-Sight (LOS) equipment in every command post package
Basic network services on the Local Area Network (LAN) - Embedded services in every command post package
Network defense in depth - Information Assurance (IA) /Computer Network Defense (CND) equipment with every command post packages
SATCOM spectrum adaptability- Provide Quad-Band (KU, KA, X, & C Band) or Tri-Band (KU, KA, and X) SATCOM terminals with every command
	post package
Deliver network expertise and leadership as needed - Deployable  NETOPS/Plan/ENG teams
Connectivity with inter-agency and non-governmental agency in the unclassified environment (HLD/HLS missions) – Provide a unclassified
	(Internet) capability with all command post packages
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For the future (2014) we will have Signal battalions that manage a large number of small teams that will be more capable of providing Signal support using smaller, lighter, simpler, and more powerful communications packages.  Teams of four Signal Soldiers will provide the points of presence (where the network hits the ground) required to support headquarters at all levels; large headquarters will be built by combining teams and packages.  The battalion will be managing and engineering each Point of Presence (POP).  These new battalions will be called Expeditionary Signal Battalion-Enhanced or ESB-E.


 The ESB-E will consist of four separately deployable companies as the base elements for Boots on the Ground Dwell time or BOG/DWELL in the Army Force Generation or ARFORGEN cycle and are deployable down to team level in the JOPES process. The ESB-E will provide 70 network support packages, an increase of 40 from the current ESB’s capability, and a deployable Network Operations (NETOPS) Command and Control (C2) headquarters.  The additional capability increases the available Signal assets from 34% to 98% in each phase of the supply based ARFORGEN cycle. The 70 network support packages consist of:  one large network support package (LNSP), 17 medium network support packages (MNSP), and 52 small network support packages (SNSP).  The LNSP is capable of supporting 1,500 subscribers with four enclaves focused toward a JTF HQs or a large base camp. The medium network support packages (MNSP) are stackable, scalable, and capable of supporting 200 subscribers with four enclaves focused on Corps, Divisions, Brigade Combat Teams, Multi-Function Support Brigades, Functional Brigades, and Theater level Commands.  The small network support packages (SNSP) provides support to 40 subscribers with three enclaves focused toward Battalion and company support.  Each package has the ability to support any mission assigned by the Warfighting Commander to include JIIM (Joint, Interagency, Intergovernmental, and Multinational) and Homeland Defense/Civil Support (HLD/CS) missions and can be tailored to support any emerging mission requirement.

 The 86th ESB has been identified to support the proof of concept for the µCyber systems.  The 86th will have two companies fielded with the new network support packages and will conduct the proof of concept during the Network Integration Evaluation (NIE) at Ft. Bliss, TX.  The 11th Signal Brigade will serve as the senior Signal Commander and provide TRO support to all Brigade Modernization Command (BMC) Signal units, completing the full concept validation of all FAA and µCyber operational concepts.


Acquisition: “Formalizing the process that
we've been using for the past 9 years"
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Our current acquisitions process is an Industrial age process that was not designed for systems with a two to 5 year life cycle. The communications and computing environment change on average every 18 months. The acquisitions life cycle process is approximately a 10 year process to get a new piece of equipment to the field. This process may be fine for a tank or an aircraft carrier but makes absolutely no sense for computers or radios.  If I told you that I was going to offer you today’s computer in ten years and proliferate it across the Army, what would you say?  I don’t think you would even blink before you told me “NO!”  This is exactly what is happening today in our Signal equipment and military unique software using common acquisition processes. When finally fielded, our communications systems are on the order of 5 generations old.  Communications systems are just specialized computers.  Why are we trying to acquire them as we do tanks?  We are working a new acquisitions process that identifies standards by which we select a product.  We will place these backward compatible products on an approved products list, and make it available for both unit buys and larger Army “Tech refresh“ buys.  The larger Army technology refresh will happen when the Army determines that a newer, more capable system is worth an Army wide fielding or as part of the ARFORGEN cycle.  It is how we purchase Army computers today, so the mechanisms to acquire a system in this manner already exist.
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Over the years we have moved to a model of training our Soldiers that predominantly focuses on pieces of equipment; basically training them to push buttons and turn knobs to rapidly configure the equipment in their first units of assignment. Since communications equipment changes very quickly, many arrive to their first duty station only to find newer equipment they have never seen. We have to educate more than train. We have to educate them on the theory of a given system. In the near future we will not simply teach Soldiers how to use one satellite system; we will educate them on transmissions systems. We will educate them on the differences between the radio propagation of satellite, tropospheric-scatter, and line-of-sight systems. Applications, or “apps”, on mobile devices will be the way Soldiers learn each “button” and “how to” put individual systems into operation.  This is how this generation learns; they do not learn well with platform instruction.  As an aside, to simplify both training and operation, we should also look to have these mobile device training apps double as the Graphic User Interface (GUI) that actually operates these systems.

We are recruiting the best volunteers making our Army the most capable Army in the world.  In the complex communications and computing environment this is great news. The changes in Cyber threats, in equipment sets, and in employment concepts demand a relook at the number and types of MOS that we need in the Signal Corps.  We convened a panel of our most senior non-commissioned officers to debate and decide upon the best number and types of MOS required for our future.  They started with a blank slate.  We knew we needed to keep the same number of Soldiers in the Signal Regiment, however, the NCOs decided that we needed to increase the number of SGTs (E5) required to lead the new multi-disciplined communications µCyber teams. They recommended that our current 13 MOSs should be combined into 7 MOSs. The list below shows the recommended and approved future MOSs:
 
Our Current MOSs:					Our Future MOSs:
1 – 25B         8 – 25P					1 – 25? Network Support
2 – 25C         9 – 25Q					2 – 25? Transmission
3 – 25E      10 – 25R					3 – 25? Network Operations
4 – 25F      11 – 25S					4 – 25? Visual Information Operator-Maintainer
5 – 25L      12 – 25U					5 – 25? Visual Information Operations
6 – 25M     13 – 25V					6 – 25? Network Defender
7 – 25N						7 – 25E Electro-Magnetic Spectrum Operations
 
Since that meeting we have developed our second in-service accession at the SSG (E6) level, similar to MOS 25E, to address Information Assurance (IA) and Computer Network Defense (CND).  As Cyber warfare grows, so must our ability to defend our networks.  This MOS will fill this urgent need as will the new 255S Cyber Defense Warrant Officer. 


What's Next?

e Current:
* Redesign ESB to ESB-E
* Restructure Enlisted MOS to provide the
“Multi-Disciplined Signal Soldier”
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Network Operations Construct

* Redesign Training to an Educational Based
Approach
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e What’s Next?
» Meet The Regiment’s Mission in Cyberspace [
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 The FAA was presented as Decision Point (DP) 160 in the Army Campaign Plan (ACP) and approved by the Chief of Staff of the Army.  The decision was to implement the force design update and fund the implementation through the Army Network Modernization Strategy using modernization and technology insertion without creating an additional funding requirement for the Army.


It has been a long road to success and there were so many people in this monumental change to our Signal Corps.  We recently awarded many of these great Americans who pushed to provide more capability to our Army.  The next time you pass by Signal Towers, take pride in all the hard work that people in “The Towers” provide to make our nation more capable as they are forever watchful “for the Nation.”


 The FAA addresses additional operational gaps supporting the AOC and the modernization of the Army network.  The FAA defines new doctrinal and support concepts to address the transition to the Corps and Division as the Warfighting Headquarters by assigning OPCON of Theater Tactical Signal Brigades (TTSB) and ESB-Es to Corps and Divisions during the RESET phase of the ARFORGEN cycle.  The C2 relationship allows the organizations to coordinate network planning, develop standard operating procedures, and train during the train ready phase of ARFORGEN producing a fully developed relationship before deployment in the available phase.  The TTSB or ESB-E will provide additional NETOPS support to the supported command and become the core element of a Joint Network Control Center (JNCC) if transition to a JTF is required.  The relationships will allow the TTSB and ESB-E to provide training readiness oversight and leader development of embedded Signal organizations within the supported units reducing the shortfalls identified today in numerous after action reports from the Combat Training Centers (CTC).


1942: Prelude to War 1946: Seeds of Destiny 1948: Towards Independence



-

MG ALAN R. LYNN

United States Army Signal Center of Excellence



	MicroCyber
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Enlisted /Warrant MOS�Transformation- Getting it done
	Slide Number 8
	Slide Number 9
	Slide Number 10

